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In June 2021, BCG and CMS
published a White Paper entitled
“‘Managing Supply Chain Risk -
A legal and strategic perspective”.
In view of the rising number of laws
obligating companies to prevent
and mitigate risks relating to hu-
man rights and the environment in
their supply chains, the White Paper
provided an overview of selected
laws, and offered practical guid-
ance on how to manage such risks.

One notable example of national
supply chain regulation is the Ger-
man Supply Chain Due Diligence Act
(“German Supply Chain Act’), which
was adopted in June 2021 and will
come into force on 1 January 2023.
The German Supply Chain Act sets
out new due diligence obligations for

01. Developing

02. Implementing

03. Preparing

in-scope companies and their man-
agement, such as conducting a risk
analysis, issuing a policy statement,
implementing preventive measures
and remedial actions, continuously
documenting the fulfillment of due
diligence obligations, and the publi-
cation of a yearly report.

In addition to national supply chain
regulation, the protection of human
rights and the environment is also
the subject of various legislative ini-
tiatives at the European Union (“EU")
level. In February 2022, the European
Commission published its proposal
for a directive on corporate sustain-
ability due diligence (‘EU Proposal’),
which sets out due diligence obli-
gations that go beyond the German
Supply Chain Act.

04. Securing

05. Creating

06. Allowing

Many companies are already pre-
paring for the implementation of
these new requirements. Our new
paper therefore has two objectives.
First, we will compare the EU Proposal
with the German Supply Chain Act in
order to shed light on the expected
additional requirements. We will then
provide an overview of the main
challenges for companies in imple-
menting the relevant requirements,
together with some of the practical
lessons we have learned about this
implementation from the standpoint
of both legal and strategic con-
sulting practices. These challenges
include:

07. Building




MANDATORY HUMAN RIGHTS AND ENVIRONMENTAL DUE DILIGENCE:

Comparing the German Supply Chain Due Diligence Act and the
EU Commission’s Proposal for a Corporate Sustainability Due Diligence Directive

The below table shows that the EU Proposal goes beyond the German Supply Chain Act in the following ways:

The EU Proposal
also applies to
smaller companies

It fully covers the
downstream value chain

Name

It also applies to many
non-EU companies
(extraterritorial effect)

It provides

GERMANY

Act on Corporate Due Diligence
Obligations for the Prevention of

Human Rights Violations in Supply Chains
(Lieferkettensorgfaltspflichtengesetz — [kSG)

It addresses the climate and
covers more treaties on human
rights and the environment

for civil liability

It requires all in-scope companies
to exercise due diligence vis-a-vis
their subsidiaries

It emphasizes the
responsibility of directors

EU

Proposal for a Directive of the European
Parliament and of the Council on
Corporate Sustainability Due Diligence
and amending Directive (EU) 2019/1937

Next steps

To be applied by larger
companies from 1 January 2023

To be applied by smaller
companies from 1January 2024

Likely to be amended due to EU
directive during its transposition period

Awaiting voting of European Parliament
and of Council

Upon entry into force, two-year
transposition period begins

To be applied by larger companies
upon expiry of transposition period

To be applied by smaller companies
in high-impact sectors upon expiry
of further two-year period

Personal scope

Enterprises which have

their central administration, principal
place of business, administrative
headquarters, statutory seat, or branch
office in Germany

and

» atleast 3,000 employees in Germany

(from 2024: at least 1,000)

Companies which

are formed in accordance with the
legislation of a Member State and have

more than 500 employees and a turnover
of more than €150 million or

more than 250 employees and a turnover
of more than €40 million, provided that at
least 50% of this turnover was generated in
one or more high-impact sectors

are formed in accordance with the
legislation of a third country and generate

a turnover of more than €150 million
in the EU or

a turnover of more than €40 million
in the EU, provided that at least 50%
of its worldwide turnover was generated
in one or more high-impact sectors

Legal form

Not relevant

Corporations
Partnerships held exclusively by corporations
Financial undertakings
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When it comes
to determining
the number of
employees, do
only employees
of the respective
enterprise or
company count?

GERMANY

In principle yes, but employees of
affiliated companies are attributed
to the ultimate parent company
(Obergesellschaft)

EU

Yes

Are subsidiaries
the object of due
diligence?

Only for the ultimate parent company,
and only in the event of decisive
influence on the subsidiary

Are companies
less responsible
for the actions of
indirect suppliers?

Yes, due diligence obligations are
in principle only triggered upon
substantiated knowledge

Is due diligence
also to be applied
downstream?

Objects of
protection

human rights (11 conventions)
environment (3 conventions)

human rights (22 conventions)
environment (7 conventions)

climate — however, not as an object
of due diligence, but as an aspect to
be considered when larger companies
plan their business model and strategy

Due diligence
obligations

Establishing a risk management system

Designating person(s) responsible for
monitoring risk management

Performing regular risk analyses
Issuing a policy statement

Laying down preventive measures
Taking remedial action

Establishing a complaints procedure
Documentation

Reporting

Integrating due diligence into corporate policies
Identifying actual or potential adverse impacts

Preventing and mitigating potential adverse
impacts, and bringing actual adverse impacts
to an end and minimizing their extent

Establishing and maintaining a complaints
procedure

Monitoring the effectiveness of due diligence
policy and measures

Publicly communicating on due diligence

Provisions on
obligations/
remuneration
of directors

Senior management must seek
information about the work of the
person(s) responsible for monitoring
risk management.

Senior management must adopt
the policy statement on human
rights strategy.

Directors must take into account sustainability
matters when fulfilling their duty to act in the
best interest of the company.

Directors are responsible for putting in place
and overseeing all due diligence actions,
in particular due diligence policy.

Directors must adapt corporate strategy
to take into account actual and potential
adverse impacts and certain measures.

Under certain circumstances, adopting

a plan to make the business model and the
strategy of the company sustainable must
be taken into account when setting criteria
for the variable remuneration of a director.
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Supervisory
authority

Sanctions

Civil liability

GERMANY

Federal Office for Economic Affairs
and Export Control (Bundesamt fuir
Wirtschaft und Ausfuhrkontrolle — BAFA)

Administrative fine of

up to €100,000 / €5 million / €8 million
(depending on the type of infringement)

up to 2% of the average annual worldwide
turnover of all natural and legal persons
operating as a single economic entity —
only for certain infringements and if

such turnover exceeds €400 million

As a rule, the award of public
contracts also to be excluded

for up to three years

only in the case of a final and binding
fine of a certain minimum amount
(depending on the type of infringement)

Liability for violation of due diligence
obligations explicitly excluded

Liability under German general tort
law questionable

Liability under foreign law possible

No provisions on applicable law.
In principle, the law of the country in
which the damage occurs is applicable

Special capacity to sue for trade unions and
non-governmental organizations (‘NGOs”)

To be designated by each Member State

To be determined by each Member State

Sanctions must be effective, proportionate,
and dissuasive.

When pecuniary sanctions are imposed, they
shall be based on the company’s turnover.

Any decision of the supervisory authority
containing sanctions must be published
(naming and shaming).

Companies applying for public support
must certify that no sanctions have been
imposed on them.

Liability for violation of certain due
diligence obligations explicitly prescribed

No provisions on burden of proof

Liability regime under directive applies even
if law of non-Member State is applicable




TYPICAL CHALLENGES AND THE LESSONS LEARNED ON THE JOURNEY SO FAR

Our practical experience working with multiple clients
across different industries tells us that companies tend
to face similar challenges, in both the legal and strate-

along the way.

gic spheres, when managing supply chain compliance.

01 | Company-specific risk concept and analysis

A period of legal uncertainty for
companies often ensues as they
contemplate the implementation of
these new regulatory requirements.
Instead of seeking one ideal solu-
tion (the silver bullet) to meet these
requirements, we would recommend
a thorough process that starts with a
top-down risk analysis of all the rel-
evant risks that the company faces.

With the German Supply Chain Act,
the first stage is to identify perti-
nent human rights and environ-
mental risks in the operations of the
company' and its direct suppliers?
Oncetheyhave beenidentified, com-
panies need to operationalize the
management of these human rights
and environmental KRIs. These KRIs
facilitate measurement, ultimately
enabling a risk scoring model to be
established.

The German legislator has made
it clear that any concrete human
rights risks (and the environmen-
tal risks that are also covered) are
always particular to the compa-
ny. Each company therefore has
to identify and manage the risks
in its own supply chain and its own
value creation processes, and to
understand where the rights of its

own employees, suppliers and other
third parties, such as residents, may
be threatened.

Practical experience suggests that
it is advisable to carry out the top-
down analysis right at the start of
the process. Although this will involve
significantly more effort than sim-
ply setting out a generic list of risks,
it will help to prevent unnecessary
time and money being wasted at a
later juncture on managing risks that
pose little threat to the organization.
An approach that prioritizes risks is
both possible and recommmended?®.
If they just make use of a generic list
of potential human rights violations
on the other hand, companies may
expend superfluous effort in their
endeavor to comply with the law,
while not focusing sufficiently on the
precise risks they need to address.

Another important undertaking is to
determine the appropriate scope of
suppliers. One way to prioritize risks
is to appraise the importance of a
supplier to the company. A typical
measure of this importance is the
amount of money spent on its pro-
ducts or services relative to other
suppliers. Therefore, if a company
has identified a group of suppliers

The principal challenges are detailed below, together
with the lessons on best practice that we have picked up

posing an equivalent level of risk, and
if time ond/or resources are limited,
then it would be pragmatic to start
by dealing with the suppliers that
involve the highest expenditure. How-
ever, it is crucial that such prioritiza-
tion is rule-based and documented
in a way that is comprehensible for
third parties, such as supervisory
authorities.

When setting up the risk model,
care must be taken to ensure that
the data sources are known and
available for each risk. Typical
examples of such data include infor-
mation about the company's own
suppliers of potentially critical raw
materials such as rare earths, or
country-specific human rights in-
dices sourced through third-party
vendors for the locations where the
company operates. The more risks
that are covered, the higher the
effort involved in collecting the data
- another reason to focus only on the
most relevant risks. Companies must
also ensure that they understand
how long it takes to produce the
data so that they can meet statutory
reporting deadlines.

1. Crucially, however, the proposed EU Directive casts its net more widely. Under this directive, an in-scope company is obliged to carry out due diligence obligations
(such as risk analysis) not only with respect to its own operations and the operations of its subsidiaries, but also to such companies with which it has an established
business relationship (the latter being rather broadly defined). The risk analysis of relevant human rights and environmental issues ought therefore to be applied to

the entire supply chain.

2. The risk analysis must also be extended to indirect suppliers in the event that the company becomes aware of facts which indicate the violation of human rights

or certain environmental obligations.

3. As stated in the combined FAQ of the Federal Ministry for Economic Affairs and Climate Action, the Federal Ministry of Labour and Social Affairs, and the BAFA ,
companies may adopt a tailored approach which addresses specific human rights risks in their own operations and supply chains.
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02 | Measures and monitoring tools

Based on their individualized risk
analysis, companies need to devel-
op specific measures and monitor-
ing tools to oversee and mitigate the
human rights risks that are relevant
to them. Our overall experience of
risk and compliance management
suggests that an achievable number
of clear, practicable, and effective
measures promises a significant-
ly higher level of protection than
drowning every conceivable sub-risk
in a multitude of measures. The
management of human rights risk is
no exception to that rule.

That being the case, companies
would benefit from classifying their
suppliers, as well as their own legal
entities, subsidiaries, or production
sites, into different risk clusters based
on a scoring model. These clusters
could be labeled as low, medium, or
high risk.

For the first part of this process, such
a scoring model could use publicly
observable (though not necessarily
free of charge) data, such as com-
pany expenditure and revenue, and
data points from paid databases
such as Verisk Maplecroft which pro-
vide human rights risk data for spe-
cific regions and/or industries. For
those entities which are classified
as medium to high risk, additional
questionnaires should be sent to the
entities in order to glean a clearer
understanding of their current
control environment.

While companies cannot simply
omit suppliers (or indeed their own
legal entities, subsidiaries, or pro-
duction sites) from the overall analy-
sis, such a clustering can facilitate a
more efficient use of resources when
it comes to the later stage of de-
veloping risk mitigating measures.

It allows companies to focus on
those suppliers, entities and sites
that pose the greatest threat.

The risk clustering can also be used
to put in place specific sets of mea-
sures for each group. For example,
any supplier, regardless of their risk
scoring, should be asked to confirm
a supplier code of conduct, while
the high-risk cluster may, among
other measures, be subject to an
additional audit plan that includes
regular site visits.

03/04 | Company-specific policy statement and alignment with company purpose and strategy

Under the German Supply Chain Act,
senior management is required to
issue a policy statement (Grundsatz-
erklérung) on its strategy regarding
human rights and environmental
issues. Based on its own risk analysis,
the company’s expectations regardi-
ng human rights and environmental
issues towards should be communi-
cated to employees and suppliers.

In comparison, the EU Proposal sets
out the responsibility of manage-
ment for human rights and envi-
ronmental issues in a more detailed
way. Directors must consider the
short-term, medium-term, and
long-term consequences of their
decisions on sustainability issues,
including the consequences for hu-
man rights, climate change and the
environment. National law would
be responsible for dealing with any
breaches of these duties. Moreover,
in certain circumstances, the com-
pany must take climate change into
account when setting its variable
remuneration for directors.

When it comes to the policy state-
ment required under the German
Supply Chain Act, some companies
tend to want to copy and paste a
generally applicable solution. How-
ever, a note of caution should be
sounded here. When compiling the
information for the policy statement,
companies should find a balance
between achieving the transparen-
cy required by the legislator and the
supervisory authority, and the risk of
making exaggerated promises and
therefore setting the bar too high.

A further point worth making is that
the policy statement on human
rights should be viewed in the context
of a company’s overall ESG strategy.
Capital markets and rating agencies
may raise their eyebrows if a com-
pany were to proclaim an ambitious
ESG strategy to improve its own ESG
rating, but later issue a much less
ambitious policy statement. The level
of aspiration set should be consis-
tent with previous communication.

Moreover, the policy statement must
accurately reflect the main features
of the human rights-based risk man-
agement system in a way that is
comprehensible to third parties, such
as representatives of the BAFA, with-
out making unrealizable promises.

Another major challenge is that mul-
tiple companies within the same cor-
porate group may need to apply the
German Supply Chain Act and hence
must each issue their own policy
statement. Central oversight and co-
ordination are necessary to ensure
that all policy statements have the
same, group-wide look and feel,
while each policy statement must
also manage to reflect the individual
risk exposure of the subsidiary. This
entails a group-wide preparation
process, timeline and sign-off by
respective executives.
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05 | Complaints procedures

One significant challenge is the im-
plementation of an appropriate
complaints procedure that enables
individuals to report human rights
and environment-related risks or
violations resulting from the business
activities of the company or of a
direct or indirect supplier.

The German Supply Chain Act lays
out several legal requirements
detailing exactly how such a com-
plaints procedure should be set up.
Any failure to meet these require-
ments can result in an administrative
offence with a fine of up to €8 million.
A company can either entrust inter-
nal personnel with implementing
these requirements, or participate in
an appropriate external complaints
procedure.

The German Supply Chain Act also
demands that the rules of the com-
plaints procedure should be publicly
available in text form. That is to say
there must be clear and compre-
hensible information on accessibility
and responsibility. The persons
entrusted with managing the proce-
dure must offer a guarantee of im-
partiality, and are bound to secrecy.
The German Supply Chain Act sets
out certain other general require-
ments: the procedure should be ac-
cessible to potential parties involved;

06 | Scalability of the approach

As we have seen, the German Supply
Chain Act is part of a regulatory
trend, which is set to be extended
throughout Europe with the EU Pro-
posal. Maintaining a sufficiently
flexible approach when implement-
ing the German requirements is
therefore critical, as it allows more
far-reaching requirements, such as
those from the EU, to be integrated
at a later date.

it must maintain confidentiality of
identity; and it must ensure effective
protection against any disadvan-
tage or punishment due to making
a complaint. The procedure must
be reviewed at least once a year,
or sooner still if the company expe-
riences or anticipates significantly
altered risk circumstances in its own
business area or at a direct supplier.

Particular attention in the German
Supply Chain Act is placed on the
importance of ease of access to
the complaints procedure. Indirect
suppliers must not be ignored here,
as this stipulation also applies to
complaints about their activities.

Companies should view these new
requirements in conjunction with
the new legal framework for whistle-
blowers under the EU Whistleblowing
Directive, and the corresponding
national implementation laws. In
the Federal Republic of Germany,
the government presented a corre-
sponding draft in mid-April.

With the benefit of practical experi-
ence, we can confirm that following
the relevant requirements of the Ger-
man Supply Chain Act in conjunction
with those of the EU whistleblowing
framework is expedient and efficient,
given their similarities. The integrated

This principle can be illustrated by
means of a practical example. The
scope of companies covered by the
German law incorporates compa-
nies with more than 3000 employees
from 2023, and 1000 employees from
2024. In any group of companies,
a system should be introduced
whereby the precise number of
employees in each of the compa-
nies is checked at set regular inter-
vals. This will determine which group
companies at that point exceed the
threshold number and are therefore
themselves covered by the law, and
which fall below the criteria and are
outside the scope of the law.

complaints procedure and whistle-
blower system must be comprehen-
sive and easily accessible, for exam-
ple via mail, phone, website access or
contact with a designated individual.

Given the different thresholds for the
application of the two new laws, the
implementation of the complaints
and whistleblowing system must be
carefully planned. As with all infor-
mation received by a whistleblowing
system, information on possible hu-
man rights violations or environ-
mental violations covered by the law
needs to be handled by competent
personnel, checked for its validity,
and followed up appropriately if
such action is warranted.

If aninvestigation does indeed reveal
human rights violations, these must
of course be remedied immediately,
and reparations have to be made to
the injured parties. As with the rest
of the whistleblower system, lessons
should be learned and conclusions
drawn with regard to any systemic
weaknesses. Shortcomings can then
be rectified through appropriate
adjustments to processes, or the
introduction of new controls.

To ensure that this process can be
easily repeated, the information
required needs to be well defined,
the internal company sources for
the information should be known,
and the necessary time to obtain the
information should be reasonable.
In this way, companies only need
to adjust the country scope and/or
threshold values to identify newly
affected group companies when
new laws and regulations, such as
the EU Proposal, enter into force.
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07 | Efficient project management

The successfulimplementation of the

supply chain compliance manage-
ment system is only possible if all
relevant departments work hand in
hand. These include, for example, the
Compliance department, Procure-
ment, Human Resources, and IT.

To make the approach efficient and
effective, harmonization with the
general approach to risk and com-
pliance management is crucial. The
risk categories for human rights risk
should utilize the same methodology
as in all other areas of the compa-
ny’s risk management.

Although both the German Supply
Chain Act and the EU Proposal have
both seen the light of day only re-
cently, many companies are already
reacting to their contents. We have
seen that different companies en-
counter similar legal and organiza-
tional pitfalls as they set about this
work. Companies seeking to hone
the effectiveness of their response,
or newly embarking on this jour-
ney, can learn invaluable lessons
from the experience that others in
their position have already gained.

Moreover, answers to the following
questions should be similar whether
they concern human rights risk or
any other. What defines a materi-
al risk? How are likelihood and im-
pact assessed — for example, will a
three-level or a five-level scheme be
used, or something different? How
often are risks updated for internal
reporting and which templates are
used?

Should this consistency be absent,
the information produced by subsid-
iaries, for example, may not be com-
parable because they are not based
onsimilar standards. Putting together

By carefully considering all the day-
to-day complexities of supply chain
risk management, and navigating
the relevant and already known pit-
falls, they can implement smooth
and effective processes that will
ensure compliance.

The new requirements, which open
up the potential for severe sanc-
tions if not properly implemented,
are a challenge for any responsible
entrepreneur or company execu-
tive. But with a pragmatic approach

a single report for senior manage-
ment and the authorities would also
be difficult to accomplish.

As with the policy statement, such
consistency relies on coordina-
tion from the center. Indeed, a cen-
tral management body can secure
uniformity and the desired level of
quality, while also acting as a single
conduit between the various stake-
holders in the project and senior
management. In this way, decision
making and the general approach
throughout the company can be
properly aligned.

focused on the most relevant risks
for the company, by implementing
a manageable number of effective
measures, and through clear gov-
ernance and oversight, it is possi-
ble to deal with the law successfully.
However, for the risk scoping and
scoring logic to be accepted by the
authorities, they must be sufficiently
documented and logically justi-
fled according to the company’s
business model and geographical
footprint.
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ABOUT BCG

Boston Consulting Group partners
with leaders in business and society to
tackle their most important challenges
and capture their greatest opportuni-
ties. BCG was the pioneer in business
strategy when it was founded in 1963.
Today, we help clients with total trans-
formation—inspiring complex change,
enabling organizations to grow, build-
ing competitive advantage, and driving
bottom-line impact.

To succeed, organizations must blend
digital and human capabilities. Our
diverse, global teams bring deep indus-
try and functional expertise and a range
of perspectives to spark change. BCG
delivers solutions through leading-edge
management consulting along  with
technology and design, corporate and
digital ventures—and business purpose.
We work in a uniquely collaborative
model across the firm and through-
out all levels of the client organization,
generating results that allow our clients
to thrive.

ABOUT CMS

The challenges of today and tomorrow
require courageous, independently-
thinking and future-facing personalities
who are as diverse in the community as
the problems of our clients. As the world
reinvents itself, becomes more complex
and requires faster reactions, we stand
up for your interests and pursue them
with you.

CMS is one of the largest commercial
law firms in the world. More than 5,000
lawyers work together in cross-border
teams. In more than 70 cities and more
than 40 countries where we are present,
we represent our clients’ interests with
the same dedication and commitment
to quality. This means that CMS is op-
timally positioned to provide you with
the precise legal and tax-related know-
how and regional market knowledge
that you need to stay competitive and
achieve your business goals — wherever
your business is.
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